Footprints in the Sand: Digital Footprint Awareness

One of the great things about being online is the ability to share videos and photos with your friends and seeing their response. Everything you post online combines to make your digital footprint. Remember that what you share with your friends may also be viewed by people you don’t know. And once it’s online, it could be there forever. So think before you post.

You can manage your digital footprint by:

· Keeping your personal details private. Use a nickname instead of your real name and always ask your parents before giving out your name, address or phone number online.

· Not sharing your username or password with anyone.

· Thinking before you post. Once posted, it can be difficult to remove.

· Not posting things that you don't want others to know about or that you wouldn’t say to their face.

· Being respectful of other people’s content that you post or share. For example, a photo that your friend took is their property, not yours. You should post it online only if you have their permission.

https://esafety.gov.au/esafety-information/esafety-issues/digital-reputation 
Based on the information from the article about your digital foot print, what can you logically infer about…
1) The definition of “digital footprint”

2) Consequences for not following the bulleted guidelines

3) The author and intended audience of the first article

Now let’s check your inferring skills.

1) The definition of “digital footprint”: go to http://www2.huhs.org/library/pathfinders/footprint/footprints.html and consult the definition provided. Compare (cite similarities and differences) your inferred definition to the definition on this webpage

2) Consequences for not following the bulleted guidelines: go to http://www2.huhs.org/library/pathfinders/footprint/footprints.html and read the “Did You Know?” section as well as the “Footprints that STOPPED and GOT” jobs. Compare (cite similarities and differences) your inferred consequences and the ones highlighted on this webpage 

Score yourself on the rubric below and record the score and feedback words from the rubric on Seesaw
	Learning Targets
	4.0
	3.0
	2.0
	1.0

	Make inferences while reading fiction & nonfiction
	I can insightfully 

make inferences from text 

evidence accurately 

beyond expectations.
	I can plainly make 

inferences from text 

evidence relatively 

accurately & 

consistently.
	I can  make some 

inferences from text 

evidence somewhat 

accurately and somewhat 

consistently.
	I struggle to make 

inferences. I make 

inferences with some 

inaccuracies & need teacher 
assistance to do so.


So What? How does this relate to my life?

1) Read the following article: http://readwrite.com/2008/03/24/new_tool_calculates_your_digital_footprint . In this article, the author uses a different metaphor for our digital impact. He calls it a digital ____________________. After reading the article, you can download the personal digital footprint calculator at home, with parent permission.

2) Go to http://www.peekyou.com/ and search your name. Evaluate your social media choices and digital footprint. List one insight or thought about this search as it relates to your digital footprint. This link may not work at school; glance at it from a different device when you get a chance. 
3) Read the very short article at http://techcrunch.com/2010/02/25/be-aware-of-your-digital-footprint/ Pay special attention to the last paragraph. Describe the main idea of this article below:

4) Read this short article about the Library of Congress and twitter. The link is https://blog.twitter.com/2010/tweet-preservation The text is here:

The Library of Congress is the oldest federal cultural institution in the United States and it is the largest library in the world. The Library’s primary mission is research and it receives copies of every book, pamphlet, map, print, and piece of music registered in the United States. Recently, the Library of Congress signaled to us that the public tweets we have all been creating over the years are important and worthy of preservation. Since Twitter began, billions of tweets have been created. Today, fifty-five million tweets a day are sent to Twitter and that number is climbing sharply. A tiny percentage of accounts are protected but most of these tweets are created with the intent that they will be publicly available. Over the years, tweets have become part of significant global events around the world—from historic elections to devastating disasters. It is our pleasure to donate access to the entire archive of public Tweets to the Library of Congress for preservation and research. It’s very exciting that tweets are becoming part of history. It should be noted that there are some specifics regarding this arrangement. Only after a six-month delay can the Tweets be used for internal library use, for non-commercial research, public display by the library itself, and preservation. The open exchange of information can have a positive global impact. This is something we firmly believe and it has driven many of our decisions regarding openness. Today we are also excited to share the news that Google has created a wonderful new way to revisit tweets related to historic events. They call it Google Replay because it lets you relive a real time search from specific moments in time. Google Replay currently only goes back a few months but eventually it will reach back to the very first Tweets ever created. Feel free to give Replay a try—if you want to understand the popular contemporaneous reaction to the retirement of Justice Stevens, the health care bill, or Justin Bieber’s latest album, you can virtually time travel and replay the Tweets. The future seems bright for innovation on the Twitter platform and so it seems, does the past!

The main idea of this article is that…

5) Read this article about how employers use your Facebook page. The link is http://mqjeffrey.hubpages.com/hub/How_employers_look_at_Myspace_and_Facebook_pages Here is the text: 

Since the advent of the personal computer and the Internet, we have been enjoying the perks of "The Information Age." However, with the prevalence of blogs, RSS feeds,YouTube, and online social networks, many would argue we live in the TMI era, "The Too-Much-Information Age." Services like MySpace and Facebookenable users to post an overwhelming array of personal information on websites, creating a public record of things like one's spring break photos, the video of a friend's birthday, etc. This information then becomes potentially available to anyone, including employers. Why, you ask, would my boss or anyone interested in hiring me, look at my MySpace or Facebook page? According to George Lenard, ablogger and employment lawyer, social networking sites can serve companies in two primary functions: 1) Identifying potential job candidates. Employers may use these social electronic databases to search for individuals with a certain level of education, work experience, personal interests, and/or anything else that might be a company asset. 2) Background checking, where "disqualifying information" may be available, such as proof of illegal drug use or behavior the company would consider undesirable in an employee. In short, employers want to find out all they can about who's working for their company, and as the needed personal information is already publicly available, so much the better. It's also legal, because on the Internet, you have a lower "expectation of privacy." In other words, what one posts online is not as private as, say, a home telephone conversation. For an employer to view pictures on Facebook or MySpace of you at a frat party does not constitute an invasion of privacy since that information is available to the public. No, it's not available to the public, you argue, only to my Facebook and MySpace "friends..." Be careful. In an interview for ZDNet, Lenard described a scenario in which some workers were fired for "reprehensible" Facebook content. Although they intended said data to be viewed on their "friends-only" profile, the URL history of the company-owned computers acted as a digital trail of breadcrumbs. Moreover, one of the company managers was a friend of the poster, and thus had legitimate access to the profile. "It seems the privacy controls do provide a legal basis for ‘reasonable expectation of privacy' claims, but as a practical matter there may be fairly simple ways of getting around them," says Lenard. One example he cites is a situation where employers use a computer that has the MySpace or Facebook log-in information already saved or "memorized." Several Web browsers, like Opera and Mozilla Firefox, automatically offer this convenient service to users, which of course allows for easy access. I can recall numerous times when I've logged-in and found that some mischievous friend has managed to post something under my name, which I would not want others to see. Another important detail to remember when using Facebook or MySpace is that current employees waive many of their privacy expectations when using their employer's computer systems, especially after being informed that their online activities can be monitored. So, what can you do to make sure that current and future employers don't see anything you don't want them to? The answer is surprisingly simple: Don't post it. Think, instead, of your site as a way to showcase your singular talents and those qualities that would make you a stellar candidate for the job. In this way, you can still increase you visibility without risking any undue exposure. Finally, Lenard also has the following advice for companies browsing the popular social networks: "You were once young too and maybe did similar things -- if not publicly on the Internet. Consider the whole person, of whom the Internet persona is not always a fully accurate reflection." After all, on Facebook, yours truly is a pirate and a very successful vampire... but I still work for Hubpages. 

What is the main purpose potential employers use your Facebook page?
6) Read how teens tend to use social media. Consider if you use social media as a tool or as a vehicle to harm or a way to engage with the world, or for another reason: http://www.edudemic.com/teens-are-really-using-social-media/ 
7) So now you want to do something about it? Skim the following articles about cleaning up your digital footprint and choose the strategy that is most useful and valid for you. In other words, identify which “foot print cleaning” suggestion would be most beneficial for you.

a.  http://www.socialmediaexaminer.com/cleaning-your-digital-footprint/ 
b. http://www.aplatformforgood.org/pages/clean-up-your-digital-footprint 

c. http://www.maximumpc.com/article/features/how_erase_your_digital_footprint 

d. http://libguides.gwumc.edu/c.php?g=27787&p=170414 

e. http://www.reputation.com/reputationwatch/cleaning-your-digital-footprint 

f. http://b.3cdn.net/fosi/a3647458c3d864c4ae_r5m6iiqno.pdf 

8) Skim the following article cleaning up your digital footprint: http://www.sfgate.com/business/article/Erasing-all-digital-footprints-impossible-3259754.php and consider the most problematic obstacle in cleaning your digital footprint.

9) All of the reflecting and reading in this practice (1-8) was to prepare you to be able to infer logically and insightfully about the questions below. Answer each one thoroughly, maturely and with specific examples. Consult the rubric below.
a. Infer what will happen in your life if your digital footprint is “dirty”.  Sure the most common thought is, “It will be damaging to my future,” but how exactly? Cite specific examples. Also, infer one level (at least) beyond that: what if you don’t get a job, then what? And then what? And then what? 

b. Infer about the digital feet prints of the next generation of teenagers. Sure the most common thought is, “There will be more stuff, and it will be worse,” but how exactly? Cite specific examples. Also, infer one level (at least) beyond that: if they are ALL bad, then what will happen in society as a whole? And then what? And then what?

c. Infer how teens can fix this problem. Sure the most common thought is, “Don’t post bad stuff,” but how exactly? Cite specific examples. Also, infer one level (at least) beyond that: what makes teens have this compulsion to post too much information? What needs to change in their minds, homes, parents, school, and friends for this to happen? And then what? And then what?
Score yourself by shading in the appropriate boxes. Mr. Foster will score you with blue circles
	Learning Targets
	4
	3
	2
	1

	Make inferences while reading fiction & nonfiction
	I can insightfully 

make inferences from

the text evidence 

accurately 

beyond expectations.
	I can plainly make 

inferences from text 

evidence relatively 

accurately & 

consistently.
	I can  make some 

inferences from text 

evidence somewhat 

accurately & kinda 

consistently.
	I struggle to make 

inferences. I make 

inferences with some 

inaccuracies & need teacher 
assistance to do so.

	Support = Did I use accurate, varied, and relevant evidence to support claims? 


	I can use an abundance 

of evidence that is 

reliable, specific, 

relevant, unbiased & 

directly proves my 

claim beyond teacher 

expectations. 
	I can use a supply of 

evidence that is 

respectable, specific, 

useful, unbiased and 

supports my claim. I do 

this consistently for 

every argument/reason. 
	Some evidence I used 

is helpful, relevant, 

unbiased and works to 

clarify my  claim. I am 

sometimes inconsistent 

or inaccurate with my 

claim evidence.
	I used little to no evidence; 

it is unreliable, vague, 

irrelevant, biased, plagiarized

and/or doesn’t directly 

clarify my claim. I require 

teacher help to show 

evidence for arguments.


